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1	Decision/action requested
Approve this contribution adding a new KI in TR 33.840
2	References
NA
3	Rationale
This key issue is proposed to study whether the key separation for CU-UPs for disaggregated gNB is necessary and how to fulfil the separation without impact on existing security architecture. 
4	Detailed proposal
***	BEGINNING OF CHANGES ***
[bookmark: _Toc49255925]5.X	Key Issue #X: Key separation for CU-UPs of disaggregated gNB
5.X.1	Key issue details
Currently the security architecture and key hierarchy does not consider whether a gNB is disaggregated or not. Regarding there is the possibility that a gNB can be designed as disaggregated as specified in TS 38.801[xx] which defines the interactions between gNB-CU-CP and gNB-CU-UP, this architecture can be used as a basis for the several CU-UPs deployment scenarios referring to TR 38.823[yy]. 
For CU-CP and CU-UP split scenario, each CU-UP in one gNB shall not hold the same keys to comply with the security principle since one CU-UP can be deemed as one separate network entity. Moreover, as described in TR 38.823 [xx], the CU-UPs could be located in different areas which means the CU-UPs are the independent network entities when they are deployed. From UE side, because the gNB-CU-CP selects the appropriate gNB-CU-UP(s) for the requested services for the UE, it is necessary that the UE is connected to more than one gNB-CU-UPs using the different security keys simultaneously.
For the gNB split architecture proposed by RAN3 in TR 38.823[yy], there is no any clear CU-UPs key separation mechanism for these multi-CU-UPs scenario in current TS 33.501[yy]. 
From security perspective, it needs to consider whether different UP connections are protected by different security keys. 
5.X.2	Security threats
Not applicable.
5.X.3	Potential security requirements
The 5GS shall support CU-UPs key separation for disaggregated gNB architecture.
***END OF CHANGES***
